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Figure: Buffer over flow Prevention 

Prevention: “Prevention is better than cure.” 
• While writing the code, we have to prevent the usage of libraries. If 

there is any weakness found by the attacker in the library, this may 
lead to the buffer over flow attack. So we have to prevent the usage of 
libraries while writing the code. 

• We can reduce the attack by filtering the code. We have to filter the 
user input code. In PHP we have to reduce special characters and 
have to replace them with readable characters.  

• Before deploying the applications we have to test the application 
thoroughly. Sometimes if we deploy the applicationwithout testing it 
may leads to the application crashing. 
 

2. Format String vulnerabilities 

Format string vulnerabilities will occur when user submits the incorrect 
format string.  

Format 
Function 

Description 

fprint Writes the printf to a file 

printf Output a formatted string 

sprintf Prints into a string 

snprintf Prints into a string checking the length 

vfprintf Prints the a va_arg structure to a file 
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vprintf Prints the va_arg structure to stdout 

vsprintf Prints the va_arg to a string 

vsnprintf 
Prints the va_arg to a string checking the 
length 

 

Below are some format parameters which can be used and their 
consequences: 

"%x" Read data from the stack 

"%s" Read character strings from the process' memory 

"%n" Write an integer to locations in the process' memory 

 

Common parameters used in format string attack 
 

Parameters Output Passed as 

%% % character (literal) Reference 

%p External representation of a pointer to void Reference 

%d Decimal Value 

%c Character 
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